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Due to the distancing measures that some
countries have incorporated to reduce
COVID-19 infections, we are experiencing

an increase in the use of video conferencing
applications to work, organize or connect

with other people from a distance.

Unfortunately, sabotage and digital attacks
are happening more often than before.

An example are the “zoom bombings™
which are usually aggressive interruptions
in Zoom video conferences of conservative
and racist men to meetings of feminist
collectives or organizations that work in

the defense of human rights.

With this context in mind, this guide takes up

some video conferencing platforms that provide ‘ ,

us with the greatest possible security. \\ / /
we present to you, it is important that you do

some research about them and ask yourself

the following questions: What are their safety

for example? What information about us do

they keep in files? In which country is our
data stored? In which country are their

servers located? What is their Data

In addition to the brief characteristics that ¢
standards? Do they use encrypted messages '&'
Privacy and Use policy?



Free software
It can be used from your and open source.

Internet browser, either

Firefox or Chrome. To use

the application on your

cell phone, you need to It create rooms/links with

download the application. long names, uses numbers
and capital letters

Encryption in transit, but
information is decrypted

on servers. Because of https://meet.greenhost.net
this, it is recommended https://meet.mayfirst.org
to use J"fS' on t"USte‘_j https://talk.greenhost.net
servers like these or install https://framatalk.org/

it in your own server:

https://calls.disroot.org
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To use this application

It Is necessary to install

It on your own server,

or you can ask someone = B i .
you tl'USt for an acc0unt;) ------------------------------------ : : :
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N ) and open source

It is used through the browser B N N N N B J
such-as Firefox or Chrome Remember that rooms/links
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- names,use numbers .
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You.can use it without entering a
phone oremail, just by creating
a'iseraccount: This givesus
greatersafety because you'do
not'need to link yodrpersonal
identity to the application.

You receive or send

-

: @ 0 0 0 § o & o0 o . messages Only If
ot .,?]?ng’g?ﬁ:syﬂem.. you are online.

- thereis no servert v/

.“.".conversationsordata. . .-

Select a secure folder on
your laptop/desktop to store
your records.
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End-to-end

encryption for calls
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The application works for both .
cell phones and computers
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- End-to-end encryption with ...
- afreeaccountfor meetings
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The code is closed and that means
that we cannot verify its operation. -




IF YOU USE ZOOM,

DO SO TAKING AN

INT® ACCOUNT \
THESE SECURITY

® o o o o o
- Remember! What happens in
Zoom is not private or anonymous..
® *Jse rgeaSLges ttiprot ct ®
® ideatitle%and svmd al ing ®
. %bout‘;ontrgvers"al o%'cs. .




LAST MESSAGE:

In this time of pandemic, much of our lives
and activism take place on digital platforms.
FRIDA | The Young Feminist Fund

knows the importance of having safe
spaces to organize ourselves as young
feminists, and for this reason we decided

to bring out a series of contents focused
on digital care practices and tools.

The content of this guide is based on
the information developed by
organizations that work in digital rights
and by hackfeminist collectives.

We thank all of them for their efforts
to make the internet and technologies
safe spaces that can help us to
continue conspiring together.
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